BOARD OF REGENTS AUDIT/COMPLIANCE AND INVESTMENT COMMITTEE VIII. D.
STATE OF IOWA SEPTEMBER 27-28, 2023

Contact: Debra Johnston

FY 2023 AUDIT PROGRESS AND FY 2024 INTERNAL AUDIT PLANS

Action Requested: Receive and approve the progress reports for the universities’ FY 2023 audit
plans and approve the internal audit plans for FY 2024.

Executive Summary: The Office of Internal Audit is an independent and objective assurance
and advisory function designed to add value and improve Regent universities’ operations. Internal
Audit brings a systematic and disciplined approach to evaluating and improving the effectiveness
of the organization’s governance, risk management, and control processes. Internal Audit is
dedicated to promoting and facilitating continuous improvement.

On an annual basis, in accordance with Audit and Compliance Committee policies, Internal Audit
compiles and submits audit progress and future plans for the Regent universities. The plans are
flexible and adjusted as needed to adapt to changes in the audit environment.

Our work is conducted and managed in accordance with The Institute of Internal Auditors’ (II1A’s)
International Professional Practices Framework, which includes the core principles for the
professional practice of internal auditing, the definition of internal auditing, the Code of Ethics,
and the International Standards for the Professional Practice of Internal Auditing (Standards).

The Office of Internal Audit supports the Regent institutions by performing audits based on the
outcome of an annual risk assessment process. Audits identified during this process are
completed throughout the year and provide either positive assurance that operations and internal
controls are operating as intended; or that management action is needed to mitigate the risk or
improve efficiencies that could impact each institution’s strategic goals.

Audit Progress and Plans: In FY 2023, workforce issues continued to impact our operation
negatively. Resources were shared between the institutions to address high risk audits but
completion of the audit plan fell short with 52 of the 72 planned audits complete or in progress at
fiscal year-end. As of September 27, 2023, all ISU positions have been filled, UNI is stable with
one dedicated auditor and SUI is down one position on the health care side. Recruiting efforts are
ongoing.

Staff Credentials: Many staff have at least one professional certification or a master’s degree
or are working towards a certification. Professional development is required for certifications and
staff regularly attend training to stay abreast of emerging issues in higher education, technology
and to keep their technical and soft skill sets relevant.
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Following is a condensed table of the progress of the FY 2023 Audit Plans.

FY 2023 Progress Sul ISU UNI Total
Audits:

Original Audits Planned 46 17 5 68
Added During the Year 2 1 1 4

Totals 48 18 6 72
Completed 23 13 4 40
In Progress 9 2 1 12
Deferred 7 0 0 7
Cancelled 9 3 1 13

Totals 48 18 6 72

The FY 2024 Audit Plans are proposed after extensive interviews across each campus with key
leaders and staff, reviewing past audit history, surveying the current higher education audit
landscape, and using data analytics to review operations. Plans are then prepared using a risk-
based approach to ensure that areas and activities specific to the Regent universities with the
greatest impact, are identified for consideration. The Auditor of the State and external auditors
provide financial audit services, allowing Internal Audit to concentrate on unique operational
audits.

The FY24 Audit Plan is based on available hours for 15 auditors. As of the September, BOR
meeting, one open position remains unfilled for Ul Health Care audits. The plans include risk-
based and requested audits (financial, operational, compliance, information technology), risk-
based consulting reviews, follow-up audits, investigations, and other projects and initiatives as
needed. Unassigned audit hours allow for timely reaction to audit requests arising from various
changes in operations.

Scheduled Total Hours
FY 2024 Plans Audits Budgeted”
University of lowa 45 18,918
lowa State University 16 6,659
University of Northern lowa 5 1,776
Total 66 27,353

Tables detailing FY 2024 Audit Plans and FY 2023 Audit Progress for each university are included
in this document. Tables containing audits completed for the past four fiscal years may be found
on the following pages.
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UNIVERSITY OF IOWA
Proposed Internal Audit Plan for FY 2024

Audits and Beviews Hows | Percent
Ail 250 134
Athletics IT Carry Owver 125 0.7
Carver College of Medicine Financial Aid 250 1.3
CDA Reparting Structure/Onboarding Process Z2al 1.3
Center far Dizakilities and Development Carry Cloer 30 0.2
Clinical data enclave 250 1.3
Communication Sciences and Disorders 250 1.3
Concurrent Surgeries Z2al 1.3
Department of Pediatrics Carry Over 300 1.6
Discharge Lounge 250 1.3
Exnport Contrals 250 1.3
Graduate Medical Education 250 1.3
Hawkeye Academic Advantage Program 250 1.3
Haome Ticket Beverues Fr202d 100 0.5
Home Ticket Reverue P23 Carry Over o0 0.3
[IHR-Hudrascience and Engineering 250 1.3+
low a Technology Institute Z2al 1.3
James & Clifton Digestive Health Center 250 1.3
MuChart Carry Ouer 100 0.5
Meuroscience Institute 250 1.3
Mew Practice Acquisitions Z2al 1.3
Marth Liberty Hospital Construction Sudit Carry Ceer 100 0.5
Murse Practitioner billing 250 1.3
Office of Student Financial Aid 300 1.6
Office of the Registrar 300 1.6
Office of the Vice President of Medical &ftairs 150 0.8
Opkthalmalogy 250 1.3
P3 Arnnual Funding Processes 250 1.3
FFS-Denial Management 250 1.3+
Price transparency Z2al 1.3
Radiation Oncalogy 300 1.6
Radiology Engineering IT 250 1.3
Sportzs Clubs Carry Owver 170 0.3
StarRez 250 1.3
State Hugienic Lab Research Administration 250 1.3
Situdent Dizability Semices 250 1.3
Student Health 250 1.3
Treasury Operations 300 1.6
UIHC Agency Contracts 250 1.3
IIHC Mursing Administration Processes Carry Coer 30 0.2
UIHC Social Services 250 1.3
UJIP Compensation plan 250 1.3+
Iniversity Howsing and Dining Kew Management Z2al 1.3
Wacation Pay Cue 150 0.&
Vendor Management Carry Cuer 200 11
Annual Risk Assezsment 450 P
EthiczPaint 300 1.6
Fallow-Up Audits G56 35
Unallozated Hours 2,327 123w

Subtotal 13,688 T2.4%%
Ol Audit B biliu H P
Administration 3.302 175
Committes Participation 405 229
Performance Evaluations 6 065
Frofeszional Development 635 3.4
Staft Meetings 63 4.1

Subtotal 2.230 27T.63
Total 15.318 10005
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IOWA STATE UNIVERSITY
Proposed Internal Audit Plan for FY 2024

Audits and Reviews Hours Percent
lowa State Center Carryowver 225 3.4%
Youth Programs Carryover 200 3.0%
ISU Bookstore Carryowver 10 0.2%
Workday Change Control Carryover 10 0.2%
Department of Chemistry 300 4.5%
Department of AESHM 300 4.5%
Student Organizations 300 4.5%
Flight Services 250 3.8%
Maxient 300 4.5%
Office of Student Financial Aid 300 4.5%
Vulnerability Scanning 300 4.5%
International Travel 250 3.8%
College of Engineering 300 4.5%
IT Inventory Administration 300 4.5%
Athletic Revenue 250 3.8%
Emergency Management 250 3.8%
Annual Risk Assessment and Audit Planning 250 3.8%
Fraud and Special Investigations 100 1.5%
Follow-up Audits 380 5.7%
Unassigned/Unplanned 863 13.0%

Subtotal 5,438 81.7%
Other Audit Responsibilities Hours Percent
Administration 526 7.9%
Committee Participation 95 1.4%
Performance Evaluations 36 0.5%
Professional Development 250 3.8%
Staff Meetings 314 4.7%

Subtotal 1,221 18.3%
Total 6,659 100.0%
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UNIVERSITY OF NORTHERN IOWA
Proposed Internal Audit Plan for FY 2024
Audits and Reviews Hours Percent
OCEM Office Carry Over 250 14.1%
UMItix 250 14.1%
StarRez 250 14.1%
Conflict of Interest 250 14.1%
Annual Risk Assessment 100 5.6%
WorkDay 100 5.6%
Follow-up Audits 80 4.5%
Unassigned/Unplanned 97 5.5%
Subtotal 1,377 77.5%
Other Audit Responsibilities Hours| Percent
Administration 150 B.4%
Committee Participation 60 3.4%
Performance Evaluations 4 0.2%
Professional Development 60 3.4%
Staff Meetings 125 7.0%
Subtotal 399 22.5%
Total 1,776 100.0%
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UNIVERSITY OF IOWA
Audits Completed in the Past Four Fiscal Years

ORIGINAL REPORTS - 20 | FY21 | FY22 | FY23

Hctive Directory

Intercollegiate Athletics - Home Game Ticket Feverue
Anesthesia

Biochemistry Stores

Eright Horizons Davcare

Carver College of Medicine Core Facilities
Center for Inclusive Academic Excellence
Central Sterilizing Services

Chargemaster Maintenance Process
Clery Act

Climizal Staff Office

Collz=ge of Dentistry

Collzge of Dertistry Fevenue Cucle
Collz=ge of Engineering

Collz=ge of Mursing

Collz=ge of Pharmacy Building Construction
Collz=ge of Public He alth

Community Connect Program

Conflict of Interest

Controlled Substances

COVID-13 Billing

COYID-13 Pay Practices

Creative ‘wWriting

DeGowin Blood Center

Department of Bialogy

Department of Cardiothoracic Surgery
Department of Food and Mutrition Services
Department of Meuralogy

Department of Meurosurgery

Department of Dtalaryngalagy
Department of Pathalogy

Department of Surgery

Dizcharge Process

Criving Safety Rezsearch Institute
Emergency Department

Erncompaszs Health Joint Wenture

Epiz Care Link

Facilities Management Bidding Proceszes
Facilities Management IT

Financial Management of Cancer Clinical Trials
Fleet Services and Cambus

Fraternity and Sorority Life

Heart and Wascular Center

Higher Education Act Section 117 Reparting
Hozpital Admizsions Process

Howszing and Dining Misconduct Pratacols
Human Subjects Office, Institutional Review Board, and Other Review Com
1ATL Building IT Support

Inztitute for Vizion Research

low a Electronic Markets

low a River Landing

ITS Saftw are Change Management

Jairt Office of Outreach Clinical Services

Machine Shops
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UNIVERSITY OF IOWA
Audits Completed in the Past Four Fiscal Years

ORIGINAL REPORTS F¥z20 | FY21 | FYZ2 | FYZ23
NCAA Compliance - Camps and Clinics 5

MCAA Compliance - Coaching Staff Limitz and Contracts

MNC&A Compliance - Complimentary 8dmizsions and Ticket Benefits
MCAA Continuing Eligibility

MCAA Compliance - Eligibility, Amatewrizm, and Academic Perffarmance P
MCAA Compliance - Extra Benetits - Athletic Equipment and Apparel

MCASA Compliance - Extra Benefits - Bepresentatives of the University's
Athletics Interests

MCA&A Compliance - Extra Benelits - Student-Athlete Yehicles
MCAA Compliance - Financial Aid Administration
MNC&A Compliance - Student-Athlete Emplovment
MCAA General Compliance

Murzing Recruitment Processes

Obstetrics and Gunecaology

Oecupational Health Billing

Cffice af Equal Opportunity and Diversity

Office of the President

Office af the Provost

Online Education

Cracle Talent Acquisition Cloud

Orthopedics Department

Outsourced Bookstore

Pharmacy Inventony

Pharmacy Prior Suthorizations

Phycalogical & Brain Sciences

OGenda Sustem

Rape Victim Adwocacy Program

Recreational Services

Remaote ‘Wark Data Security and Technologw Equipment
Revitalizell Med Spa and Salon

Rezpiratory Care

Rizkonnect Sustem

Salesforce

Sleep Disorders Clinic

Specialty Pharmacy

Stanley Museum of Art Phusical Security
Stratajazz Budgeting Sustem

State Hugienic Laboratary Tests of Public Health Significance
Student-Athlete Academic Services

Student Accountability

Succession Planning

Telemedicine

Threat Assessment Program

Title I=

UIHealth Care Dialusiz

UIHealth Care Operating Fooms

UIHC Child Care Center

IHC F acility Preventative Maintenance

UIHC Respiratory Care

University Billing Office

University of lowa Carelink

University Counszeling Service

University of low a Diagnostic Labarataries Revernue Cucle
University of low a Health Care Qffsite Clinics
University of low a Pharmaceuticals

Vulmerability and Patch Management

Y'outh Programs
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IOWA STATE UNIVERSITY
Audits Completed in the Past Four Fiscal Years

ORIGINAL REPORTS FY20 FY21 FY22 FY23
Building Access v
Center for Survey Statistics and Methodology v
Chemical Safety

Child Care Facilities

Clery Act

Conflict of Interest and Commitment
Controlled Substances in Research Laboratories v
Department of Animal Science Farms v
Department of Computer Science v
Department of Food Science and Human Nutrition v
Department of Geological and Atmospheric Sciences v
Department of Kinesiology
Department of Music and Theatre v
Disability Accommodations v
Extension and Outreach v
Farm Administration v
Lloyd Veterinary Medical Center )
Recruiting and Hiring v
Research Data v
Reiman Gardens v
Salesforce v
Sponsored Programs v
StarRez v
Technology Supporting Online Academic Programs v
Transportation Services v
University Benefits )
Veterinary Diagnostic Laboratory v
Workday Change Management v
Workday Security Roles v \)

= = = =

=,

UNIVERSITY OF NORTHERN IOWA
Audits Completed in the Past Four Fiscal Years
ORIGINAL REPORTS FY20 FY21 FY22 FY23
Active Directory v
Department of Athletics v
Clery Act v
Constituent Relationship Management System v
Department of Residence Hall Security A
Mational Program for Playground Safety v
Office of the Provost and Executive Vice President for Academic Affairs v
Office of the Vice President for Student Life
UNI Bookstore v
University Benefits and Leaves Administrations
University Relations v v
Vulnerability Scanning )
Youth Programs/Summer Camps v
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